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About the Council

Open, global forum
Founded 2006

Responsible for PCI Security Standards

• Development
• ManagementManagement
• Education

A• Awareness



Global Growth

More than 600 organizations have joinedo e t a 600 o ga at o s a e jo ed

Europe: 104

North America: 470

Europe: 104 

Asia Pacific: 34 
Central Europe / Middle East / 

Africa: 17

Latin  America / 
Caribbean: 10



Continued and Sustained Growth

European Community Meetings

2010 2011

272 457Total Attendees

2009

171 272 457

160 229

Total Attendees

PO Attendees

171

103

121 140QSA/ASV/PTS Lab Attendees 68



New Guidance 2011

EMV VirtualizationTelephone-based
Payment Card DataPayment Card Data

Tokenization Wireless PA-DSS and Mobile
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What is the sensitive card informationf

Visa/MasterCard Security codey

Security codeTrack Data



PCI Update - Data Storage Clarificationp g f

YESYESYESPANCardholder Data

Encryption Encryption 
RequiredRequired****

Protection Protection 
RequiredRequired

Storage Storage 
PermittedPermittedComponentComponent

YESYESYESPANCardholder Data

Encryption Encryption 
RequiredRequired****

Protection Protection 
RequiredRequired

Storage Storage 
PermittedPermittedComponentComponent

NOYESYESService Code*

NOYESYESExpiration Date*

NOYESYESService Code*

NOYESYESExpiration Date*

N/AN/ANOFull Magnetic StripSensitive 

NOYESYESCardholder Name*

NOYESYESService Code

N/AN/ANOFull Magnetic StripSensitive 

NOYESYESCardholder Name*

NOYESYESService Code

N/AN/ANOCVC2/CVV/CID

N/AN/ANOFull Magnetic StripAuthentication Data

N/AN/ANOCVC2/CVV/CID

N/AN/ANOFull Magnetic StripAuthentication Data

l b d h d h

N/AN/ANOPIN N/AN/ANOPIN

* Data elements must be protected when stored in conjunction with PAN

** Compensating controls for encryption may be employed
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PCI Security Standardsy

P t C d I d t S it St d dPayment Card Industry Security Standards
Protection of Cardholder Payment Data

f

Software 
Developers Merchant & 

P

PCI Security
& Compliance

Manufacturers

PCI PTS
Pin Entry Devices

PCI PA-
DSS

P t

Processors

PCI DSS
Data SecurityPin Entry Devices Payment 

Application 
Vendors

Data Security 
Standard

Ecosystem of payment devices, applications, infrastructure and users



The PCI Data Security Standard

Six Goals Twelve Requirements

y

Build and Maintain a 
Secure Network

1. Install and maintain a firewall configuration to protect cardholder data
2. Do not use vendor-supplied defaults for system passwords and other 

security parameters

Protect Cardholder Data
3. Protect stored cardholder data
4. Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability 5 Use and regularly update anti-virus software or programsMaintain a Vulnerability 
Management Program 

5. Use and regularly update anti-virus software or programs
6. Develop and maintain secure systems and applications 

Implement Strong Access 
Control Measures

7. Restrict access to cardholder data by business need-to-know
8. Assign a unique ID to each person with computer accessControl Measures
9. Restrict physical access to cardholder data

Regularly Monitor and 
Test Networks

10. Track and monitor all access to network resources and cardholder data
11. Regularly test security systems and processes

Maintain an Information 
Security Policy

12. Maintain a policy that addresses information security for employees 
and contractors
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Website



Resources for Services and Professionals



PCI Awareness Training – New for 2011!
Who should attend?
Open to anyone who is interested in learning more about PCI, with a

A high level introduction to the Payment Card Industry and the PCI DSS
g f

Open to anyone who is interested in learning more about PCI, with a 
focus on those individuals working for organizations that must meet 
compliance with the PCI DSS or have a vested interest in the Payment 
Card Industry

What does it cover?

Awareness Training 
available online!What does it cover?

Key topics:

• What is PCI and what does it mean to a company that must meet 
compliance with the PCI DSS?

• Roles and responsibilities of the key actors in the compliance process

• How the credit card brands differ in their requirements for PCI reporting 
and validation

• Overview of the infrastructure used by organizations to accept payment

Dates & Cost
Overview of the infrastructure used by organizations to accept payment 
cards and communicate with the verifications and payment facilities

• Real world examples of PCI challenges and successes Fees: $995.00 per individual (plus VAT 
where applicable)

How can I sign up?
Online: (per company) 1-24 people 
$495; 25- 99 people $395; 100+ people 
$295

g p
This course is offered both online and as a one day instructor-led session. 

Please visit the PCI SSC Awareness Training page on the Council website 
for an up-to-date schedule of courses and registration details:

https://www.pcisecuritystandards.org/training/non certification training.phphttps://www.pcisecuritystandards.org/training/non_certification_training.php



PCI Quick Reference GuideQ f



Council Resources

Security standards Quick Reference Searchable List of approved y
and supporting 

documents

Q
Guide Frequently Asked 

Questions

pp
QSAs, ASVs, PA-
QSAs, PED Labs

Education and Participating A global voice for 
outreach - e.g., 

fact sheets, 
webinars

membership, 
meetings, 

collaboration

the industry



Questions?Q

Any Questions?

Please visit our website at www pcisecuritystandards orgPlease visit our website at www.pcisecuritystandards.org
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New Guidance 2011

Information Supplement:

Key Recommendations:

pp
PCI DSS in EMV Environments

Key Recommendations:
• EMV and PCI DSS are both essential elements in the 

fight against payment card fraud and data exposure

• EMV mitigates the risk of counterfeit card fraud in 
face-to-face environments

• PCI DSS remains necessary in EMV environments to• PCI DSS remains necessary in EMV environments to 
mitigate risk of fraud in non-EMV channels

• EMV + PCI DSS = powerful approach to reducing 
f d d i i ifraud and increasing security

AXP Internal1-Dec-11 21



New Program – P2PE Hardware/Hardwareg

Point-to-Point Encryption (P2PE)

Introduction:

o t to o t c ypt o ( )

• The Council delivered Initial Framework on Point-to-
Point Encryption guidance in October 2010

• P2PE solutions may help merchants reduce scope ofP2PE solutions may help merchants reduce scope of 
their CDE and their PCI DSS assessment

• The Council now has the first set of P2PE validation 
requirements for hardware based encryption andrequirements for hardware-based encryption and 
decryption solutions

• Developed with the Encryption Task Force

• Supporting testing procedures, assessor training, and 
other resources coming Q4 2011 and early 2012

AXP Internal1-Dec-11 22



New Guidance 2011

Information Supplement:

Key Recommendations:

pp
Telephone-based Payment Card Data

Key Recommendations:
• Identifies risks and considerations specific to telephone-

based payment card data

P id t b t fl h t t h l d t i PCI DSS• Provides a step-by-step flowchart to help determine PCI DSS 
controls for voice recordings

• Specific guidance addressing capture of SAD

• Identifies several applicable PCI DSS requirements with 
recommendations specific to call recording environments

• Provides sample questions that merchants can ask call center p q
providers to determine how their solution supports PCI DSS 
compliance

AXP Internal1-Dec-11 23



New Guidance 2011

Information Supplement:

Key Recommendations:

pp
Virtualization

Key Recommendations: 
• Perform thorough evaluation of the 

technology and the impact on PCI 
DSSDSS 

• Specific security considerations for 
virtual environments 

• Recommends all virtualization 
components meet PCI DSS 
requirements 

• Defense in depth approach across 
both physical and logical layers 

AXP Internal1-Dec-11 24



New Guidance 2011

Information Supplement:

Key Recommendations:

pp
Tokenization

Key Recommendations:
• Tokenization does not eliminate the 

need for PCI DSS

P i l i t l iti• Primary goal is to replace sensitive 
PAN values with non-sensitive token 
values 

T k i ti ff t PCI DSS• Tokenization may affect PCI DSS 
scope by limiting systems that store, 
process or transmit cardholder data

T k i ti t ib t t• Tokenization can contribute to a 
layered approach to cardholder data 
security

AXP Internal1-Dec-11 25



Information Supplement:Information Supplement:
Wireless

Overview:Overview: 
• Updated guidance aligns with PCI DSS 

v2.0

• Incorporates Bluetooth technologies

• Recommendations for securing wireless 
technologies

• Expanded guidance 
Testing and detecting rogue wireless• Testing and detecting rogue wireless 

access points per PCI DSS 11.1 

AXP Internal1-Dec-11 26



New Guidance 2011

PCI SSC Update June 2011p
Mobile

Update & FAQ on applicability of PA-DSSUpdate & FAQ on applicability of PA DSS 
to mobile payment acceptance 
applicationspp

• Category 1 and 2 applications are eligible for PA-DSS
• Category 3 applications are pending development of 

further guidance and/or standards

Category 1
d

Category 2
l

Category 3
lPTS Approved  PED 

Devices
Purpose Built POS 

Devices
General Purpose 

Smart Device

AXP Internal1-Dec-11 27


